Improving Independent AML Test Results
By Victor A. Shier
Every broker/dealer must have an Anti-Money Laundering program and almost all of those firms must conduct an annual independent AML test.
The AML program must be designed to achieve and monitor the requirements of the Bank Secrecy Act and the related requirements promulgated by the Department of the Treasury.  The purpose of the AML test is to review and assess the adequacy of and level of compliance with the firm’s AML program.  

Firms have had ample time to develop appropriate AML procedures and word on the street is that Finra is not tolerating inadequate AML procedures.  The purpose of this article is to help firms improve their AML test results.   
First of all, cover the basics.  Make sure that the firm:
· Has an AML program and it has been approved by upper management;
· Has a designated AML Compliance Officer and that person is registered with Finra;
· Has a Customer Identification Program and that customers receive the CIP Notice;
· Has conducted an OFAC search for all new accounts;
· Has received the FinCEN 314(a) subject list and that the list is compared to the firm’s customer list; 
· Identifies and reports suspicious activity using form SAR-SF;
· Has evidence of appropriate AML training for staff and representatives;
· Has retained a qualified independent employee of the firm or outside party to conduct the annual test; and,
· Has followed the proper record keeping requirements.
Once those basic requirements are in place, fine tuning can and should be done.  Here are some areas that often need additional attention:
FinCEN Notices
Firms must have evidence that the FinCEN 314(a) subject list is compared to their customer list.  Although most any type of record can be made, the “Self-Verification” feature found on the FinCEN website is easy and effective.  When the review is complete, download and save the “Self-Verification” report.  The firm will then have an excellent source of evidence that the review has been completed which will include the number of records reviewed, the date, the time, and the reviewer.
Training

Two weaknesses are often found in the AML training programs.   Even with safe guards in place, some representatives do not complete their annual AML training program.  Double check the rep roster with the rep completion dates.

The other common training weakness is that support staff is often under trained.  Short interviews with support staff frequently reveled that they don’t know why they are doing a certain task.  In one case, several accounts were opened even though the CIP verification report came back with “High Risk” at the top of the page in big red letters.   The person who received the reports did not know when or how to escalate the information received.  
SAR’s

When suspicious activity is detected, it must be reported within 30 days.   The report should be clearly written in order for the reader to understand the issue.  Abbreviations that are used in the securities industry might have little meaning to those who receive the report.  Recently reviewed SAR’s have included LOA, NAF, NW, LNW, and DWAC in the description of the suspicious activity.  Filing a clearly written SAR is an important component in stopping or preventing financial crimes.
If a certain activity has been flagged but the decision has been made not to file a SAR then that decision should be well documented.
Incomplete Customer Account Records
The firm’s CIP must include the: name; date of birth; address, and taxpayer identification number for U.S. citizens; or, the number  and country of issuance of any other government-issued document for non-U.S. citizens along with other appropriate information.  This information is normally captured on the New Account Form.  Incomplete New Account Forms have resulted in incomplete customer identification. 
AML Test Results

The test results must be reported to senior management or to the internal audit committee.  This would likely be someone other then the AML Compliance Officer.

Safe Harbor Provision

If the firm is going to share information among other financial institutions they can qualify for a safe harbor if they file an annual Information Sharing Notice with FinCEN using the 314(b) section of the FinCEN website and if they take steps to verify that the firm they share information with has also filed the annual notice.
Money Laundering and Other Financial Crimes

NASD Rule 3011 (FINRA Rule 3310) covers money laundering and other financial crimes including securities fraud, market manipulation, penny stock fraud, insider trading, and identity theft.  Some firms have limited their focus to money laundering and the traditional Pump and Dump schemes.   Even “Check and App” firms can be the target of various financial crimes.  All firms should ensure that their AML procedures are designed to detect “other financial crimes.”
Independent Testing Exception
The independent testing exception that is found in NASD IM-3011-1 will not be found in the new FINRA Rule 3310.  Firms that have been relying on that exception will soon need to make other arrangements.  
